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 Introduc�on 
 This  document  outlines  our  school’s  procedure  for  handling  a  personal  data  security  breach, 
 in  compliance  with  our  obliga�ons  under  The  General  Data  Protec�on  Regula�on  2016  (the 
 UK  GDPR)  and  the  Data  Protec�on  Act  2018.  It  supports  our  Data  Protec�on  Policy  and  Data 
 Protec�on Training which should be read alongside this. 

 This  procedure  must  be  followed  by  our  employees,  temporary  staff  and  contractors  who 
 handle the school’s data. 

 Queries  about  this  procedure  should  be  addressed  to  the  school’s  Data  Protec�on  Officer 
 Email:  dpo@firebirdltd.co.uk 

 Personal data 
 Personal  data  is  broadly  defined  as  any  informa�on  which  relates  to  an  iden�fied  or 
 iden�fiable living individual. 

 An  individual  could  be  iden�fiable  a  number  of  ways,  for  example  by  a  name,  an 
 iden�fica�on  number,  loca�on  data,  an  online  iden�fier  or  any  factors  rela�ng  to  their 
 physical, physiological, gene�c, mental, economic, cultural or social iden�ty. 

 Informa�on  is  not  personal  data  if  it  is  anonymised  data,  which  means  the  person  cannot  be 
 iden�fied  from  the  data  or  other  data  in  combina�on  with  that  data.  A  generic  work  email 
 address such as  admin@school.county.sch.uk  is also  not considered to be personal data. 

 Personal data security breach 
 A personal data security breach is a: 

 ‘breach  of  security  leading  to  the  accidental  or  unlawful  destruc�on,  loss,  altera�on, 
 unauthorised  disclosure  of,  or  access  to  personal  data  transmi�ed,  stored  or  otherwise 
 processed’ 

 Breaches are categorised into three types: 

 1.  Confiden�ality  breaches  -  unauthorised  or  accidental  disclosure  or  access  to  personal 
 data 

 2.  Integrity breaches  -  unauthorised or accidental altera�on  of personal data 

 3.  Availability  breaches  -  accidental  or  unauthorised  loss  of  access  or  destruc�on  of  personal 
 data 
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 Examples of personal data security breaches 
 Here are some examples of personal data breaches (this is not exhaus�ve): 

 ●  Revealing  personal  email  addresses  to  mul�ple  recipients  by  not  using  the  ‘Bcc’  field  (eg 
 parent email addresses) 

 ●  Emailing or pos�ng sensi�ve or confiden�al informa�on to the wrong recipient 
 ●  Not disposing of confiden�al or sensi�ve paperwork securely 
 ●  Loss  or  the�  of  media  or  equipment  which  has  personal  data  stored  on  it  eg  a  laptop, 

 iPad, mobile phone or USB s�ck 
 ●  Altering, sharing or destroying personal data records without permission 
 ●  Using another person’s login creden�als to gain higher level access 
 ●  Sharing  of  login  details  or  insufficient  access  controls  to  systems  which  result  in 

 unauthorised viewing, use, modifica�on or sharing of personal data 
 ●  Someone hacking into a system containing personal data 
 ●  A  social  engineering  incident  whereby  a  person  uses  decep�on  to  manipulate  individuals 

 into divulging confiden�al or personal informa�on eg a phishing email 
 ●  A service a�ack or ransomware a�ack resul�ng in loss of access to personal data 
 ●  Important personal data records are corrupted and cannot be restored from back ups 
 ●  Environmental  incidents  such  as  a  fire  or  flood  resul�ng  in  damage  or  destruc�on  of 

 personal data 
 ●  *An  employee  abusing  their  access  privileges  to  look  at  someone  else’s  file  out  of 

 personal curiosity or gain 

 *Individuals  who  handle  the  school’s  data  should  be  aware  that  unauthorised  access,  use, 
 sharing  or  procuring  of  data,  may  cons�tute  a  criminal  offence  under  the  Data  Protec�on  Act 
 2018 and/or the Computer Misuse Act 1990. 

 Repor�ng and recording breaches 
 If  a  personal  data  security  breach  is  suspected  or  has  occurred,  this  must  be  reported 
 immediately  to  the  school’s  Headteacher  (and  /  or  the  school’s  Data  Protec�on  Link  Officer), 
 who will no�fy the Data Protec�on Officer immediately. 

 It  is  vital  that  all  personal  data  breaches  or  suspected  breaches  are  reported  immediately 
 upon  iden�fica�on,  so  swi�  ac�on  can  be  taken  to  address  the  incident  and  mi�gate  or  limit 
 the impact it may have on the people who are affected. 

 If  an  employee  deliberately  fails  to  report  (or  covers  up)  a  breach,  this  could  result  in 
 disciplinary ac�on. 

 All  personal  data  breaches  (and  ‘near  misses’)  shall  be  logged  by  the  Data  Protec�on  Link 
 Officer on the school’s Personal Data Security Breach Log. 
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 Inves�ga�ng the breach 
 Personal  data  breaches  shall  be  inves�gated  by  the  Headteacher  (or  other  delegated  role) 
 within  24hrs  of the school becoming aware of the incident. 

 The Headteacher shall iden�fy the following informa�on: 

 ●  Date and �me of the incident 
 ●  Date and �me when the school became aware of the incident 
 ●  How the school discovered the incident 
 ●  How the incident occurred 
 ●  What personal data has been revealed or put at risk 
 ●  Who the data subjects are and how many are affected 
 ●  Whether the incident raises any safeguarding (or other) concerns 
 ●  Whether  the  incident  is  likely  to  cause  a  risk  to  an  individual  (eg  damage,  discrimina�on, 

 detriment or distress) 
 ●  The ac�ons taken to address the breach and prevent future occurrences 
 ●  Whether  the  employee  who  caused  the  breach  (where  relevant)  had  completed  their 

 data protec�on training. 

 This  informa�on  shall  be  recorded  on  the  school’s  Personal  Data  Breach  Incident  Report, 
 where the following applies: 

 ●  Confiden�al or sensi�ve informa�on has been sent to a member of the public 
 ●  The incident is likely to cause damage, discrimina�on, detriment or distress to anyone 
 ●  The incident is the subject of a complaint or media interest 
 ●  The incident has been reported to the Informa�on Commissioner’s Office 
 ●  The incident forms part of a disciplinary inves�ga�on 
 ●  It would be useful to record the incident using this form 

 This  report  shall  be  sent  to  the  Data  Protec�on  Officer  at  dpo@firebirdltd.co.uk  within  48hrs 
 of  the  school  becoming  aware  of  the  incident,  so  the  Data  Protec�on  Officer  can  assess 
 whether  the  incident  is  required  to  be  no�fied  to  the  Informa�on  Commissioner’s  Office  and 
 to support the containment of the breach. 

 A  Personal  Data  Breach  Incident  Report  does  not  have  to  be  completed  where  any  of  the 
 following applies: 

 ●  The incident does not involve personal data 
 ●  An individual cannot be iden�fied from the data 
 ●  Only low sensi�ve personal data was involved eg an email address or name only 
 ●  A personal data breach did not occur 

 The  Data  Protec�on  Officer  shall  be  informed  of  all  personal  data  breaches  and  near  misses 
 (even  if  a  report  is  not  required  to  be  completed)  and  all  incidents  shall  be  recorded  on  the 
 school’s Personal Data Breach Log. 

 5  of  11 
 V.3 Personal Data Breach Handling Procedure 2023-2024 

 ©2023 Firebird Data Protec�on Consultancy Limited 

mailto:dpo@firebirdltd.co.uk


 No�fying the Informa�on Commissioner’s Office 
 The  school  has  a  legal  duty  to  no�fy  the  Informa�on  Commissioner’s  Office  (ICO)  of  serious 
 personal data security breaches, within 72hrs of becoming aware of the incident. 

 The  Data  Protec�on  Officer  shall  determine  whether  the  incident  is  required  to  be  no�fied 
 to  the  Informa�on  Commissioner’s  Office  during  the  early  stages  of  the  inves�ga�on  and 
 where required, shall report the breach within 72hrs using the ICO’s online repor�ng form. 

 No�fying data subjects 
 The  school  has  a  legal  duty  to  no�fy  data  subjects  (ie  the  people  whose  personal  data  has 
 been  put  at  risk)  of  a  breach,  if  the  incident  is  likely  to  result  in  ‘high  risks’  to  data  subjects, 
 for  example  if  it  could  lead  to  iden�ty  the�,  psychological  distress,  humilia�on,  reputa�onal 
 damage  or  physical  harm.  In  such  cases,  data  subjects  must  be  informed  promptly  and 
 without undue delay. Templates are available at Appendix 1. 

 The  Data  Protec�on  Officer  shall  determine  whether  the  breach  is  required  to  be  no�fied  to 
 data  subjects.  If  a  data  subject  (or  their  parent  where  relevant)  is  to  be  informed,  the 
 communica�on shall be sent by the Headteacher (or other delegated role). 

 When  informing  a  data  subject  of  a  personal  data  security  breach  involving  their  personal 
 data, the data subject shall be informed of the: 

 ●  nature of the incident 
 ●  likely consequences of the breach (unless this is obvious) 
 ●  ac�ons taken so far to mi�gate possible adverse effects 
 ●  name and contact details of the Data Protec�on Officer 

 No�fying Plymouth CAST 
 The  Headteacher  (or  nominated  role)  shall  no�fy  the  Chief  Opera�ng  Officer  of  all  serious 
 personal  data  breaches  without  undue  delay  and  keep  them  informed  of  the  outcome 
 following  inves�ga�on.  The  Data  Protec�on  Officer  shall  include  a  list  of  all  personal  data 
 security  breaches  within  the  GDPR  compliance  reports,  which  have  occurred  during  that 
 relevant period. 

 Contac�ng unintended recipients 
 In  the  event  where  personal  data  has  been  sent  to  unintended  recipients  in  error,  the 
 Headteacher  (or  other  nominated  individual)  shall  contact  them  to  contain  the  incident.  The 
 person  who  may  have  caused  the  breach  shall  not  contact  them  directly,  without  approval 
 from the Headteacher. Templates are available at Appendix 1. 
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 Learning from breaches 
 It  is  important  the  school  learns  from  personal  data  security  breaches  so  it  can  prevent  these 
 from happening again. The school shall ensure that following every incident it will: 

 ●  Analyse what went wrong and the route cause 
 ●  Review how the incident was handled 
 ●  Improve the security measures in place (where required) 
 ●  Update or create new data handling guidance (where required) 
 ●  Decide whether addi�onal staff training should be rolled out 
 ●  Ensure data security is regularly discussed and reviewed across the school 

 The  school’s  employees  and  governors  are  required  to  support  and  contribute  to  this 
 process, to help the school build and maintain secure data handling prac�ces. 
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 Appendix 1 -Template le�ers 

 Apology le�er to the data subject (or parent) 

 Dear  [insert name] 

 We regret to inform you that  [explain what happened]. 

 We  are  extremely  sorry  for  this  administra�ve  error  and  have  [explain  what  ac�on  you  have 
 taken  to  mi�gate  this  incident  e.g.  ‘reviewed  and  improved  our  procedures’]  to  ensure  this 
 does not happen again. 

 Please  be  reassured  that  we  take  our  data  protec�on  responsibili�es  very  seriously  and  have 
 reminded  staff  to  [explain  what  advice  /  instruc�ons  you  have  given  to  avoid  a  repeat 
 incident e.g. double check enclosures; ensure someone else peer checks a�achments etc]. 

 Thank you very much for your understanding. 

 Yours sincerely 

 [Insert name of Headteacher] 

 Your data protec�on rights 

 You  have  the  right  to  make  a  complaint  if  you  are  not  happy  with  how  your  informa�on  has 
 been  handled  by  us.  To  make  a  formal  complaint  please  follow  the  school’s  complaints 
 procedure  which  is  available  at  [insert  loca�on].  If  you  have  any  queries  regarding  your 
 rights, you can contact our Data Protec�on Officer at  DPO@firebirdltd.co.uk 

 If  you  are  not  sa�sfied  with  the  outcome  of  your  complaint,  you  have  the  right  to  refer  the 
 ma�er  to  the  Informa�on  Commissioner’s  Office  who  can  be  contacted  by  email  at 
 casework@ico.org.uk  or  by  post  at  Customer  Contact,  Informa�on  Commissioner's  Office, 
 Wycliffe  House,  Water  Lane,  Wilmslow,  SK9  5AF.  You  also  have  the  right  to  pursue  your 
 complaint  through  the  courts.  Further  informa�on  about  your  data  protec�on  rights  can  be 
 found on the Informa�on Commissioner’s Office website at  www.ico.org.uk 
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 Personal email addresses revealed 

 Dear  [insert name] 

 You  may  have  no�ced  the  school  has  sent  you  an  email  regarding  [insert  descrip�on].  With 
 regret,  the  personal  email  addresses  of  those  who  this  email  has  been  sent  to  were  not 
 hidden  from  view  and  therefore  have  inadvertently  been  disclosed  to  the  other  people  in 
 receipt of this email. 

 We  would  appreciate  your  co-opera�on  in  helping  us  mi�gate  this  incident  by  dele�ng  the 
 original  email  you  received  from  us  which  showed  the  other  recipients’  email  addresses  and 
 not  use  or  disclose  these  addresses  to  others.  We  will  re-issue  the  email  to  you  again, 
 without the addresses showing. 

 Please  accept  our  sincerest  apologies  for  this  error.  We  take  our  data  protec�on 
 responsibili�es  very  seriously  and  have  reminded  staff  to  double  check  the  email  addresses 
 are entered into the Blind Carbon Copy (BCC) field when emailing groups of people in future. 

 Thank you very much for your assistance and understanding. 

 Yours sincerely 

 [Insert name of Headteacher] 

 Your data protec�on rights 

 You  have  the  right  to  make  a  complaint  if  you  are  not  happy  with  how  your  informa�on  has 
 been  handled  by  us.  To  make  a  formal  complaint  please  follow  the  school’s  complaints 
 procedure  which  is  available  at  [insert  loca�on].  If  you  have  any  queries  regarding  your 
 rights, you can contact our Data Protec�on Officer at  DPO@firebirdltd.co.uk 

 If  you  are  not  sa�sfied  with  the  outcome  of  your  complaint,  you  have  the  right  to  refer  the 
 ma�er  to  the  Informa�on  Commissioner’s  Office  who  can  be  contacted  by  email  at 
 casework@ico.org.uk  or  by  post  at  Customer  Contact,  Informa�on  Commissioner's  Office, 
 Wycliffe  House,  Water  Lane,  Wilmslow,  SK9  5AF.  You  also  have  the  right  to  pursue  your 
 complaint  through  the  courts.  Further  informa�on  about  your  data  protec�on  rights  can  be 
 found on the Informa�on Commissioner’s Office website at  www.ico.org.uk 
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 Personal data sent to a parent about another child 

 Dear  [insert name] 

 You  may  have  no�ced  the  school  has  sent  you  [insert  descrip�on]  which  contains  personal 
 informa�on about another child. 

 Please  accept  our  sincerest  apologies  for  this  error.  We  take  our  data  protec�on 
 responsibili�es  very  seriously  and  have  reminded  staff  to  [explain  what  advice  or 
 instruc�ons  you  have  given  to  avoid  a  repeat  incident  e.g.  double  check  enclosures;  ensure 
 someone else peer checks a�achments etc  ]. 

 We  shall  be  no�fying  the  student  and/or  their  parent  of  this  incident  in  due  course.  [delete 
 this sentence if student/parent are not going to be no�fied] 

 We  would  appreciate  your  co-opera�on  in  helping  us  mi�gate  this  incident  by  dele�ng  the 
 original  email  /  returning  or  securely  destroying  the  paperwork  you  received  from  us  in  error 
 [amend  accordingly],  and  not  use  or  disclose  this  informa�on  to  others.  We  will  re-issue  the 
 correct informa�on to you again shortly. 

 Thank you very much for your assistance and understanding. 

 Yours sincerely 

 [Insert name of Headteacher] 
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 Personal data sent to a professional about another child 

 Dear  [insert name] 

 You  may  have  no�ced  the  school  has  sent  you  [insert  descrip�on]  which  contains  personal 
 informa�on about a child you are not working with. 

 Please  accept  our  sincerest  apologies  for  this  error.  We  take  our  data  protec�on 
 responsibili�es  very  seriously  and  have  reminded  staff  to  [explain  what  advice  /  instruc�ons 
 you  have  given  to  avoid  a  repeat  incident  e.g.  double  check  enclosures;  ensure  someone 
 else peer checks a�achments etc]. 

 We  would  appreciate  your  co-opera�on  in  helping  us  mi�gate  this  incident  by  dele�ng  the 
 original  email  /  returning  or  securely  destroying  the  paperwork  you  received  from  us  in  error 
 [amend  accordingly],  and  not  use  or  disclose  this  informa�on  to  others.  We  will  re-issue  the 
 correct informa�on to you again shortly. 

 Thank you very much for your assistance and understanding. 

 Yours sincerely 

 [Insert name of Headteacher] 
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